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Abstract 

In the 21st Century, India faces a big challenge in the development of 

advancement of technology. India’s economy is major dependent on the 

Banking sector. India has many private and public banks. We often hear 

about bank frauds in the news and from customers. After the COVID-19 

Pandemic, banks and customers suffer from many issues and problems. 

Due to the use of the internet and online payment system, many have been 

victims of financial loss. It is not limited to that but many professionals and 

businessmen are included in bank frauds. It is a need of the hour to control 

and prevent such bank frauds. This is a big threat to the economy of India. 

It is a matter of National Economic Security (NES). Therefore, India should 

take strict action against such fraudsters. This article explores the various 

aspects of bank fraud, and how these affect national security, economy, 

and what has to be done to lessen this increasingly dangerous threat. 

Keywords: Bank Frauds, National Security, Economic Threats, NES and 

Laws 

 

1. Introduction 

As serious economic risk1, Bank Fraud has far-reaching effects on 

people, companies, and the financial system as a whole. Bank 

Fraudsters are developing more advanced strategies to take 

advantage of weaknesses as financial institutions adopt technology 

and continue to change. The various facets of bank fraud as an 

economic danger are examined in this article, along with how it 

affects financial stability and economic growth, and the steps that 

must be taken to reduce the risks involved.2 The term “Bank Fraud” 
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describes the illicit actions carried out by people or organizations to 

mislead banks or their clients in order to get financial advantage. 

This can take many different forms, including identity theft, 

cybercrime, embezzlement, forgery, insider fraud, and other 

fraudulent acts directed at financial institutions and their 

customers. Like any other nation, India faces a serious economic 

danger from bank fraud. In fact, bank frauds pose serious hazards 

to India’s economy, undermining investors’ trust, financial stability, 

and overall economic growth. Bank Frauds may take many different 

shapes, from straightforward embezzlement instances to intricate 

cybercrimes directed against financial institutions.3 

 

2. Objectives 

a) To study the facets of bank frauds in India. 

b) To assess the economic impacts of bank frauds. 

c) To evaluate the effectiveness of existing regulatory measures 

and law enforcement mechanisms with respect to bank frauds. 

d) To analyze the effect of bank frauds and mitigating steps for 

reducing such frauds. 

 

3. Research Methodology 

The research has adopted purely doctrinal research and secondary 

data study. The study utilizes a combination of quantitative data 

analysis and qualitative examination of legal frameworks, 

regulatory measures, and enforcement mechanisms to control the 

threat to national security and the economy of India. 

 

4. National Security Issues and Solutions 

An interconnected global economy requires a robust and safe 

financial system for each nation. Bank Fraud is a major danger to 

national security, since it is pervasive and ever-evolving. As financial 

institutions embrace increasingly advanced technologies and digital 
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platforms,4 talented fraudsters are finding new and creative 

methods to take advantage of vulnerabilities. The following are the 

some of the issues and solution for preventions of bank frauds: 

4.1 Implications for the Safety of the Nation (National Security) 

a) Economic Stability:5 Bank fraud has a danger of creating 

instability in the financial system, which can lead to recessions. 

A broken financial system impedes capital flow, undermines 

public trust, and discourages investment, all of which are 

factors that contribute to economic uncertainty. 

b) Vulnerability in the Critical Infrastructure: Modern banking 

system heavily relies on technology and networked systems. 

The transportation, communication, and energy infrastructure 

can all suffer from a successful cyber-attack on financial 

systems. 

c) Terrorist Financing: Banks inadvertently act as conduits for the 

financing of terrorist activities. The financial system is 

vulnerable to the flow of illegal funds, which puts national 

security at risk by funding terrorist activities. 

d) International Reputation: A nation’s reputation overseas may 

suffer. It is believed that if financial institutions are vulnerable 

to fraud, that may have an effect on business arrangements, 

diplomatic relations, and the perceptions of the country’s 

economic stability overseas. 

e) Loss of Sensitive Data: Bank Fraud instances often include the 

loss of sensitive financial and personal data. In addition to 

endangering public financial stability, this kind of data theft also 

jeopardizes national security by providing adversaries with the 

access to vital intelligence. 

  

                                                             
4Sharma, Anuj K., “Impact of Technology on the rise of Bank Frauds” 72 

Tech & Econ.J.567 (2017).  
5Richa Rajpal, “Frauds in Banking Sector in India: analysis and preventive 

measures” Volume II Issue II ISSN: 2583-0538, Indian Journal of 
Integrated Research in Law. 



Bank Frauds Mali 

CUKLR Vol. 4 (2024)  219 

4.2 Reducing Bank Frauds for National Security 

a) Technology Innovation and Cybersecurity:6 Investing in cutting-

edge cybersecurity solutions is essential to safeguard the 

financial sector. Consistent monitoring, provisions for threat 

intelligence, and regular system updates can help to detect and 

thwart cyber-attacks. Sophisticated authentication methods 

such as multi-factors authentication and biometrics add an 

extra layer of protection. 

b) International/Global Co-operation: Given that bank fraud is a 

transitional crime, international cooperation is essential. 

Nations need to share best practices, knowledge, and 

information in order to fight fraudsters as one cohesive unit. 

Collaborations may also lead to the identification and 

prosecution of individuals or groups guilty of transnational 

financial crimes. 

c) Regulatory Framework and Compliance: To prevent and deter 

bank fraud, robust regulatory frameworks and effective 

enforcement are essential. Tight reporting requirements and 

compliance requirements should apply to financial 

organizations. Regular audits and evaluations may be beneficial 

in identifying areas of vulnerability and ensuring that 

institutions are implementing adequate security measures. 

d) Public education and awareness: Raising public understanding 

of the risks associated with bank fraud is a proactive preventive 

measure. Programs for raising awareness can help users spot 

phishing efforts, protect their data, and report suspicious 

activity. Financial literacy initiatives have the power to 

empower individuals to make informed decisions and enhance 

their general cybersecurity. 

e) Data protection: Data protection procedures need to be 

reinforced in order to lessen the risk of identity theft and 
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unauthorized access. Security measures like encryption, secure 

storage practices, and regular data audits may help prevent 

sensitive information from falling into the wrong hands. 

Financial organizations must also have robust incident response 

protocols in place to decrease the impact of a data breach. 

f) Procedures for Anti-Money Laundering:7 Implementing and 

enforcing stringent AML procedures is necessary to prevent 

money laundering through the financial system. This entails 

keeping an eye on transactions, thoroughly investigating 

consumers, and reporting and dubious conduct to the relevant 

authorities. Countries must cooperate together to uncover and 

dismantle global money laundering networks. 

g) Insider Threat Mitigation: Financial Institutions must have 

policies in place to identify and reduce insider risks. These 

include training employees, monitoring internal processes, and 

implementing access restrictions. Whistle blower protection 

programs may encourage employees to report suspicious 

activities without fear of reprisal. 

Bank Fraud affects both finances and national security. To combat 

the threat presented by the increasing intricacy of fraudulent 

operations and the interdependence of the global financial system, 

a comprehensive and collaborative approach is required. 

Governments, financial institutions, and people must work together 

to improve cybersecurity, reinforce regulatory frameworks, and 

increase awareness. 

 

5. Bank Frauds 

Bank Fraud encompasses a wide range of illicit activities meant to 

deceive financial institutions for personal gain.8 A wide range of 

criminal activities targeted at deceiving financial institutions in 

order to acquire illicit financial benefit are collectively referred to as 
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“Bank Fraud.”9 These activities can take on a variety of shapes and 

sizes, ranging from more sophisticated tactics like money 

laundering and cybercrime to more traditional ones like credit card 

and check fraud. There are many different reasons why bank fraud 

occurs, including organized crime, state-sponsored economic 

espionage, or just personal financial gain. Identities theft, in which 

thieves use personal information to assume the identities of actual 

individuals and access financial accounts without authorization, is 

one of the major ways that bank fraud appears. From more 

commonplace crimes like credit card and check fraud to more 

sophisticated ones like identity theft, cyber-attacks, and money 

laundering, these crimes can take various forms. 

 

5.1 Bank Frauds: Types 

a) Identity Theft: Criminals assume phony identities and gain 

unauthorized access to bank accounts by using stolen personal 

data.10 Phishing efforts and data breaches are common 

approaches to get personal information. 

b) Cyberattacks: By exploiting security holes, hackers gain illegal 

access to financial systems. Malware, ransomware, and 

distributed denial of services (DDOS) attacks have the potential 

to corrupt sensitive data and interfere with banking processes.11 

c) Money laundering: Illicit payments are disguising themselves as 

legitimate transactions in order to get into the financial system. 

Criminal gangs often use complex networks of transactions to 

hide the origins of their illicit money. 

d) Credit Card Fraud: Using credit card information that has been 

stolen, fraudsters execute unauthorized purchases. Skimming 
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devices, carding forums, and data breaches all play a part in the 

increase in credit card frauds. 

e) Insider Fraud: Financial institution employees abuse their 

access and insider knowledge to commit fraud. Insider trading, 

embezzlement, and illegal transactions are a few instances of 

insider fraud. 

 

6. Economic Threats 

6.1 Impact on the Economy’s Stability 

a) Erosion of Public Trust: Bank Fraud undermines the public’s 

faith in financial institutions. When individuals and businesses 

lose confidence in the security of their financial transactions, 

they may decide to withhold their investments, which would 

lower overall economic activity.12 

b) Disruption of Financial Services: Successful cyberattacks or 

other forms of Bank frauds may cause problems for individuals 

as well as businesses. These snags can make it harder for 

transactions to go through without incident, which lowers 

economic efficiency. 

c) Decreased Investment Confidence: A financial system polluted 

by fraud is likely to deter both local and foreign investors. A 

nation’s ability to sustain a strong financial system is called into 

questions by bank fraud instances, and investors are drawn to 

environments that are safe and stable. 

d) Higher Borrowing Costs: As fraud concerns grow, financial 

institutions may decide to boost credit and loan interest rates. 

Therefore, the cascading consequences on consumers and 

businesses may hinder economic growth. 

e) Job Losses and Economic Downturn: Job losses may arise from 

economic instability brought on by bank fraud, when businesses 

find it difficult to sustain financial losses. A widespread 

slowdown in the economy that affects several industries and 

has an adverse effect on employment in general. 
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f) Market Volatility:13 News of significant bank fraud incidents 

may make the market more volatile. Investors may sell off their 

assets in response to uncertainty, which can lead to market 

volatility and have an impact on the economy as a whole. 

 

6.2 Reducing the Financial Risks Related to Bank Fraud 

a) Investment in Cybersecurity: To defend themselves against 

cyber-attacks, financial institutions must continuously invest in 

robust cybersecurity measures. This includes state- of - the art 

tools for encryption, threat detection, and regular security 

audits to identify and address vulnerabilities. 

b) Regulatory Oversight and Compliance: In order to lower the 

financial risks connected to bank fraud, the role of governments 

and regulatory bodies are crucial. 

c) International Collaboration: Given that the banking sector is a 

global one now a day, international collaboration is crucial. 

Nations must work together to trade information, intelligence 

and best practices in order to present a united front against 

global fraudsters. 

d) Public Education and awareness: Educating the public about the 

risks associated with bank fraud is a preventive measure. By 

teaching individuals about common fraud strategies, the need 

of safe online conduct, and how to report suspicious activity, we 

can create a more vigilant and resilient society. 

e) Data Protection Measures: Reducing the financial risk 

associated with bank fraud requires improving data protection. 

Financial organizations should utilize encryption, secure storage 

practices, and regular data audits to avoid in appropriate access 

to sensitive data. 

f) Anti-Money Laundering (AML) Procedures: Putting in place 

efficient AML protocols is necessary to stop illicit funds from 

entering the financial system. Monitoring transactions, flagging 
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suspicious behavior, and conducting extensive due diligence on 

customers are all crucial components of an AML procedure. 

g) Technological Innovation: Institutions must develop new 

financial technologies that may be utilized to enhance security 

and counteract evolving risks in order to stay one step ahead of 

fraudsters. 

h) Cooperation with law Enforcement: Financial institutions 

should collaborate extensively with law enforcement to 

investigate and prosecute bank fraudsters. Prompt reporting of 

incidents and information sharing with relevant authorities may 

lead to the capture of criminals. 

 

7. Laws Related to Bank Frauds in India 

7.1 Bharatiya Nyaya Sanhita, 2023 

Section 2(36), defines “wrongful gain and wrongful loss,”14 it says 

that if any income is obtained by illegal means from assets, and the 

gaining party is not the lawful owner of the same. Secondly, the 

term wrongful loss refers to the “unlawful loss of any property of 

such person, who loses it has a right and legal claim on that.” When 

someone maintains or gains something improperly, it is stated that 

they have gained it improperly. When someone is unfairly denied 

access to or taken possession of something, they are said to have 

lost that possession inadvertently.15 

According to section 2(7), “dishonestly16 means someone is 

considered to act dishonestly, if they perform an act to defraud one 

person or cause harm to another.” Section 2(9)17 defines 

fraudulently – it refers to behaviour that is done to deceive, but not 

in any other way. Section 2(4)18 defines counterfeit, one who 

intentionally makes one item resemble another while intending to 

practice deceit via that likeness is said to be “counterfeiting. 
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Section 318(1) of BNS, defines cheating19, as  

“whoever, by deceiving any person, it includes 

fraudulently or dishonestly inducing the person so 

deceived to deliver any property to any person, or 

to consent that any person shall retain any 

property, or intentionally inducing the person so 

deceived to do or omit to do anything which he 

would not do or omit if he were not so deceived, 

and which act or omission causes or likely to cause 

damage or harm to that person in body, mind, 

reputation or property is said to cheat”. 

According to Section 336(2),  

“One who commits forgery shall be punished with 

imprisonment of either description for a term, 

which may extend to 2 years or fine or both. While 

any person makes forgery of court records, public 

that is a violation of section 337 of Bharatiya Nyaya 

Sanhita, which provides “Anyone who fabricates a 

document or electronic record, purporting to be 

record or proceedings of or in a court of justice or a 

register of birth, baptism, marriage, or burial or a 

register kept by a public official in that capacity, or 

certificate or document claiming to have been 

made by a public official in his official capacity, or 

an authority to bring or defend a lawsuit to 

participate in any proceedings therein, to admit 

guilt, or to execute a power.”20 

7.2 The Prevention of Money Laundering Act, 2002 

Indian law has defined21 money laundering in The Prevention of 

Money Laundering Act, 2002 as;  

“whoever directly or indirectly attempts to indulge 

or knowingly assist or knowingly is a party or is 
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actually involved in any process or activity 

connected with the proceeds of crime and 

projecting it as untainted property shall be guilty of 

money laundering.” 22  

In December 2003, The Indian parliament passed the Prevention of 

Money Laundering Act, of 2002. This statute is applicable across 

India. 

7.3 The Information Technology Act, 2000 

Due to technological development in all sectors, there is a need for 

control over the data and technological-related activities. The 

communication and payment systems are also developed with 

technology in a paperless format. so, there are pros and cons of the 

technology and its development in all sectors. The IT Act was 

introduced to control, prevent any misconduct in online by using 

technology. It has provided legal recognition for transactions and 

electronic data interchange. The IT Act is helpful in filing of online 

documents with government agencies and the storage of 

information as well. The IT Act makes provision for electronic 

forgeries, digital signatures, cheating, phishing, and fabricated data. 

They are all used in committing bank fraud. 

7.4 The Bharatiya Nagarik Suraksha Sanhita, 2023: 

The Bharatiya Nagarik Suraksha Sanhita primarily focuses on the 

procedural aspects of any criminal offenses/cases. It also includes 

fraud-related cases. The law provides provisions for the 

investigation, trial, and proceedings related to criminal cases, 

including those involving fraud. From the registration of FIR,23 the 

investigation includes gathering evidence and collecting documents 

related to fraud cases,24 search, and seizures during the course of 

an investigation into a criminal offense,25 arrest26, bail27, 
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summoning and warrant28, trial, judgment, and sentencing29. The 

Bharatiya Nagarik Suraksha Sanhita provides procedural guidelines 

for handling fraud cases, the substantial law relating to fraud is 

primarily governed by the Bharatiya Nyaya Sanhita. 

7.5 The Reserve Bank of India Act, 1934 

The Reserve Bank of India Act, 1934 is the primary legislation that 

governs the functions and powers of the Reserve Bank of India, 

India’s central banking institution. While the act primarily focuses 

on the establishment, structure, and functioning of the Reserve 

Bank of India,30 it also includes provisions related to fraud and 

penalties for fraudulent activities. However, specific provisions 

related to fraud may not be explicitly outlined in the Act. Instead, 

fraud–related matters are usually governed by various circulars, 

guidelines and regulations issued by the Reserve Bank of India from 

time to time. It has issued guidelines and circulars that outline the 

procedures and penalties for fraudulent activities in the banking 

and financial sector. These guidelines cover areas like fraud 

detection, reporting, investigation, and prevention. The Reserve 

Bank of India also works in coordination with law enforcement 

agencies and other regulatory bodies to address fraud in the 

banking and financial sector. 

7.6 Banking Ombudsman Scheme 

The Banking Ombudsman31 provisions are primarily established to 

provide a mechanism for resolving customer complaints and 

grievances related to banking services. While they may not be 

directly aimed at controlling bank fraud, they play an essential role 

in ensuring transparency, accountability, and fair practice within the 

banking sector, which indirectly contributes to fraud prevention and 

detection. Under the Integrated Banking Ombudsman Scheme, 
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2021,32 the Reserve Bank of India has appointed a banking 

ombudsman. Its purpose is to give public relief from complaints 

about deficiencies in Banking services, loans, and credits. However, 

it excludes Regional Rural Banks. At best, the ombudsman is a 

limited jurisdiction authority or tribunal established under the 

scheme. The banking ombudsman offices are mainly responsible for 

addressing and resolving customer complaints against banks. The 

objective is to help in reducing unauthorized transactions, 

fraudulent activities, or any other issue that customers face. 

Banking Ombudsman has the authority to investigate complaints 

and take appropriate action against banks if they find any 

wrongdoing. By educating customers about safe banking practices, 

secure online transactions, and how to identify potential frauds, 

they contribute to reducing the incidence of fraud. If they identify 

any irregularities or practices that could lead to fraud, they can 

report them to the relevant regulatory authorities for further 

action. While looking into banking ombudsman provisions, it seems 

they are not designed specifically for controlling bank frauds, they 

serve as an integral part of the regulatory framework that promotes 

transparency, fairness, and accountability in the banking sector. 

7.8 The Banking Regulation Act, 1949: 

The Banking Regulation Act, of 1949 is an important piece of 

legislation that governs the functioning and operations of banks. 

While it primarily focused on aspects of regulation and supervision 

of banks, it also contains provisions to address and control bank 

frauds. Some of the provisions dealing with controlling bank fraud 

are as follows: 

a) The Reserve Bank of India has the power to grant licenses33 for 

the establishment and operation of banks. It is depending upon 

discretion to grant or deny licenses to banks based on various 

factors, including the reputation and integrity of the applicant. 
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b) The Reserve Bank of India has the authority to inspect and 

inquire into the affairs of any banking company. Such 

inspections and inquiries34 can uncover fraudulent activities. 

The Reserve Bank of India can take appropriate actions to 

control and prevent further fraud. 

c) In cases, where a banking company faces financial difficulties 

due to fraud or mismanagement, the Reserve Bank of India can 

use section 36 to direct the amalgamation or reconstruction of 

the bank with another institution. This can help to protect the 

interest of depositors and prevent the continuation of 

fraudulent practices. 

7.9 The Insolvency and Bankruptcy Code, 2016 

The Insolvency and Bankruptcy Code (IBC) primarily deals with the 

resolution of corporate insolvency and bankruptcy matters in India. 

While it does not specifically address preventive measures for 

banking frauds. However, it does have provisions related to 

avoidance of fraudulent or preferential transactions, which can be 

considered in the context of preventing or addressing banking 

frauds indirectly. Here are some of the key provisions related to 

fraudulent and preferential transactions under the IBC: 

a) In preferential transactions,35 the Act allows the resolution 

professional or liquidator to avoid certain transactions that 

occurred during a specified period (up to 2 years before 

insolvency commencement), if they were executed with the 

intent to prefer one creditor over others. The avoided 

transactions can include payments of outstanding debts or 

transfers of assets at undervalue. The recovered amount is 

added to the insolvency estate for equitable distribution among 

all creditors. 

b) The resolution professional or liquidator to avoid transactions 

that involve the transfer of company assets for inadequate 

consideration, provided that such transactions occurred within 
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two years prior to the insolvency commencement date. This will 

avoid undervalued transactions.36 

c) Section 66 of the IBC deals with fraudulent transactions. It 

empowers the resolution professional or liquidator to call back 

any property or asset transferred with the intent to defraud 

creditors. This can include fraudulent conveyances, gifts, or 

other transactions that were made with the intent to delay or 

defraud creditors. The recovery goes to the insolvency estate. 

7.10 THE SARFAESI Act, 2002 

The Securitisation and Reconstruction of Financial Assets and 

Enforcement of Security Interest (SARFAESI) Act, 2002 is an 

important legislation in India aims to empowering banks and 

financial institutions to recover their Non-Performing Assets (NPA) 

efficiently. While its primary purpose is not specifically to control 

and prevent bank frauds, it indirectly contributes to reducing fraud 

by providing a legal framework for the timely resolution of bad loans 

and stressed assets. Some provisions of the act help in controlling 

and preventing bank frauds, such as the act mandates banks and 

financial institutions to classify their assets as performing and non-

performing, as timely identification of NPAs helps in addressing bad 

loans before they escalate into larger frauds. 

 

8. Conclusion 

It is demonstrated that bank fraud poses a significant economic risk 

to India, mirroring the challenges faced by other nations in 

safeguarding their financial institutions. Financial crimes pose a 

complex danger to the stability of the country’s economy, including 

identity theft, hacking, money laundering, and insider fraud.37 The 

ramifications extend far beyond individual financial hardships; they 

undermine public trust, disrupt financial services, and obstruct 

economic growth overall. India is particularly susceptible to the 

ever-changing tactics employed by fraudsters because of its status 

                                                             
36 The Insolvency and Bankruptcy Act, 2016, s.45. 
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as the first emerging nation and its expanding internet 

infrastructure. As the nation embraces digital banking and 

technological innovation, the risk of bank fraud rises, calling for a 

comprehensive and proactive approach to minimize potential 

losses. 

A principal effect of bank fraud is reduction in public trust in 

financial establishments. In a country, where trust is vital to the 

economy, any breach of that trust might make businesses and 

customers very anxious. Such a lack of confidence can lead to less 

investment, greater borrowing costs, and reluctance to interact 

with the formal financial system. Financial services disruption 

brought on by successful fraud attempts may have a cascading 

effect on economic efficiency. When transactions go wrong and the 

soundness of the financial system is questioned, business have to 

deal with operational problems. This might lead to a broader 

economic catastrophe and employment losses. Significant fraud 

incidents can also lead to market instability, which erodes investor 

confidence. The Indian Government, regulatory agencies, financial 

institutions, and the general public must work together in order to 

coordinate efforts to mitigate the financial risks associated with 

bank fraud, strengthen cybersecurity safeguards, imposing strict 

regulatory compliances, and raise of public awareness. Modern 

cybersecurity solutions must be purchased in order to defend the 

country’s financial infrastructure against cyberattacks. Regular 

assessments, examinations, and updates to security protocols can 

help identify and resolve vulnerabilities before scammers exploit 

them. Additionally, it is critical to advance international co-

operations given the global nature of modern financial crimes. By 

sharing knowledge and best practices with other nations, India can 

fortify its defenses and create a global front against bank fraud. 

Public awareness campaigns are crucial to building a more vigilant 

and resilient society. People may able to actively participate in the 

fight against fraud by being encouraged to report suspicious 

activity, being educated about common fraud strategies, and being 

reminded of the need of safe online behavior. 
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The complexity and dynamism of financial crimes require changes 

in the regulatory framework. Tighter regulations can discourage 

fraud and ensure that financial institutions adhere to strict security 

protocols, particularly in the areas of data protection and anti-

money laundering. The fight against bank fraud is becoming more 

and more dependent on technological innovation as India gets 

closer to being a digital economy. Using cutting edge technologies, 

including biometrics, forensic science, AI and machine learning, may 

enhance security procedures and proactively block emerging 

threats.


